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Appoint Adopt risk

Define ISMS responsible 2D management

scope

persons policy framework

OR.205 OR.240 OR.200 OR.205

Establish incident Establish internal Establish external
management reporting scheme reporting scheme

IMPLEMENT

OR.220 OR.215 OR.230 Continuous
improvement

OR.260
Identify and assess Treat Risks Detect respond and
risks recover

OR.205 OR.210 OR.220

Manage contracted IS activities and connected risks

OR.205, OR.235




The accountable manager (AM) is also accountable for Part-IS

The AM shall appoint a group of competent persons to comply with Part-IS
The AM may delegate its activities to a common responsible person (CRP)
Sufficient and competent personnel shall be available

Personnel shall be trustworthy

Person our group of persons directly responsible to the AM

CRP coordinates with the AM and boundaries are well defined
Sufficiency decided considering org. structure, interfaces and level of risk
Competence to be evaluated on the basis of the personnel role and tasks
Trustworthiness initially established by means of vetting

Profile of common responsible person
Appendix I
- Main task stemming from Par-IS
- Link between tasks and competencies in NIST CF v1.1.




Organisational structure

Accountable
Manager

Nominated Compliance
person(s) monitoring

How to make this delegation
of responsibility effective?




Organisational structure

Accountable Common
Manager responsible person

- Ad-hoc delegation and
close collaboration

Nominated Complla nce - C-level managerial duties
. . expected
person(s) monitoring

B3EASA




Common responsible person

Organisation / Group

Common responsible person
Delegate activities ®

[ —————)

i i
® Accountable ® Accountable

Manager AO1 Manager AO2 Organisation / Group

Approved Approved ISMS Manager

Organisation AO1 Organisation AO 2




Example — Group controlling multiple AOs

ACME Group

CRP
Delegate activities - AEE G

[ i i CISO
® “Aerodreams” ® “AcmeAir”

wAcc. Manager wAcc. Manager
® ACME one CAMO

Aerodreams AOC AcmeAir AOC w
Acc. Manager

ACME one CAMO




Determination of sufficiency

Level of effort

- -
Part-IS tasks™ Organisational structure
Task 1 and scope of the ISMS
Task 2 Contracted organisations
Task 3 to be coordinated
Task 4 >
Task ... Level of risk associated
with the activities
* Appendix I
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Personnel Competence

Part-IS tasks* Competency/Ability*

Task 1 Competence / Ability 1
Task 2 Competence / Ability 2
Task 3 Competence / Ability 3
Task 4 Competence / Ability 4
Task .... Competence / Ability ...

* Appendix Il provides a mapping between Part-IS Tasks and NIST CSF v1.1
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Standard roles prosed by ECSF
= & &

Chief Information Cyber Incident Cyber Legal, Policy and
Security Officer (CI1SO) Responder Compliance Officer

S

Cybersecurity
Architect

HEASA

APPLICATION OF THE EUROPEAN
CYBERSECURITY SKILLS FRAMEWORK TO
AVIATION

Contents
1. Introduction

a 2. Analysis of the situation and the target
V ¢ 3. Identification of specific objectives to be achieved
4. Selection of the appropriate ECSF ¢
Cybersecurity Cybersecurity Cybersecurity 5 dapting the selected ¢ according to specific needs ...........c.cc.......
Educator Implementer Researcher 5.1  Chief Information Security Officer / Responsible Person under Part-IS....
5.2 Cyber Legal, Policy & Compliance Officer / Compliance monitoring under Part-IS....
~ ‘ \ 53 Cybersecurity Auditor / Cybersecurity Auditor within compliance monitoring function.....12
01010 - 5.4 Cybersecurity Risk Manager / Appointed person under Part-IS..........ccccceueuceinicnicsscnseninns 14
5.5  Cybersecurity Incident 16
6. Conclusions 17
Cybersecurity Risk Penetration 7. Possible 18
Manager Tester

Source: ENISA

https://www.easa.europa.eu/community/topics/application-european-cybersecurity-skills-framework-aviation
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The roles from aviation perspective

1ST LINE OF 3RD LINE OF SUPPORTING
DEFENCE DEFENCE

O

CHIEF INFORMATION

CYBER INCIDENT

RESPONDER

SECURITY OFFICER (CISO)

CYBERSECURITY:
AUDITOR

CYBER LEGAL, POLICY AND
COMPLIANCE OFFICER

CYBERSECURITY

CYBERSECURITY
RISK MANAGER

E ASA Original source: ENISA
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Thank you!

https://www.easa.europa.eu/community/cybersecurity

iEASWA 223 EASA Community Network Q. search 50 & £ 2

Cybersecurity

Public community, 4% - 1069 meribers,

Contact us at:

cybersec@easa.europa.eu

1 on EUROCAE
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