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Starting with an initial group of five, Volotea team has grown rapidly,
surpassing 2,000 employees since 2024
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Our flight operation consists of 19 bases, resulting in 10 bases in France, 7 in
Italy and 2 in Spain and expecting to launch some more in 2026 and 2027
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In 2019, the Cybersecurity team expanded its scope beyond the IT
environment to also include the OT domain, namely our fleet and its
operational ecosystem

The “horizontal” rule within the EASA regulatory framework Key milestones

Regulation (EU) No 748/2012
(Initial Airworthiness)

— % Creation of a hybrid group to bridge Flight
4,[ Regulation (EU) No 1321/2014 (Continuing
—

| Operations areas (Safety, Maintenance,
| Crews, Engineering, etc.) and Cybersecurity.
S %ﬂ esimon e | o Int_egratlo_n of cybersecurity tasks into A/C
(Basic Regulation) _.[ Regulation (EU) 2015/340 ‘ dally baSIS
|

Regulation (EU) No 965/2012
(Air Operati

(ATCO Training Orgs, AeMC)
% Engagement with leading communities
focused on managing cybersecurity risks in

Regulation (EU) 2017/373 (ATM/ANS)

—b[ Regulation (EU) No 139/2014 (Aerodromes) B )
e aviation.
A|rcraft NATO's approach to cyber defence
CYhersecurlty Allies recognise that cyber-attacks could be as harmful to our

societies as a conventional artack. As a result, cyber defence is

FIRST APPROACH recognised as part of NATO's core task of collective defence.
MNATO declared cyberspace as a domain of operations — just
like air, land and sea - ar the Warsaw Summir in 2016. This
cnables NATO s militar}? commanders to better protect
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Aviation vulnerabilities, bridging the gap between IT and OT cybersecurity

VU!_.NERABIL!TIES IN AVIATION
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In-Flight cyber threats, understanding the risks to the aircraft in operation
increased due to complexity of onboard systems

o ACARS (Aircraft Communications & Reporting System)

e ADS-B (Automatic Dependent Surveillance — Broadcast—out/in)
e TCAS (Traffic Collision Avoidance System)

e CPDLC (Controller Pilot Data Link Communication)

e SATCOM (Satellite Communications):

6 IFE (In-Flight Entertainment)

e EFB (Electronic Flight Bag)

e Data Load
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Our Part-IS implementation approach is divided into three phases, starting in
2023 with a review of regulatory requirements and concluding in 2025 with the
submission of the ISMM to be approved by AESA

Project methodology timeline

Jun ‘23 Aug ‘23 May ‘24 Oct ‘24 Dic ‘24 Jan ‘25 Jun ‘25 Feb ‘26
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Understanding EASA Risk assessment & ISMM & ISMS change AESA'’s pilot Information Security
Part-1S & gap detect, response and procedure and AESA program & Management Manual and manage information
analysis. recovery procedures pilot program compliance review (ISMM)

security risks with potential

+  Review EASA Part-IS impact on aviation safety
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In Oct’24 VOE was proposed to be part of the AESA pilot program in relation
to Part-IS. During 9 months, both entities followed a roadmap with key
milestones to implement the Information Security Management System (ISMS)
under EASA Part-IS Regulation

Definition of the ISMS scope Definition of the ISMS scope and policy Incident management system External reporting system
Assessment of the impact on operational . Establish measures for detecting . Procedure_s for reporting to
safety resulting from an information Detail the organization’s objectives and . the Authority o
security incident. Analysis of the related responsibilities related to the impact that jncidentelandiVinerablliics * Analysis of significant
activities, processes, and involved systems information security risks may have on «  Develop a response procedure incidents. y
operational safety . » Report to external entities

Define a recovery plan involved

Phase 4 Phase 6

Determination of the responsible structure Adoption of a risk management framework Internal reporting system
Collection of notifications from staff and third parties

Accountable manager, compliance control, * ldentification of system elements « Identification of event types with potential impact on
common responsible person, etc. Identification of third parties operational safety

Identification of risks impacting operational « Identification of causes and contributing factors

safety «  Evaluation of received information

Identification of threats, assessment of «  Definition of internal information distribution methods

vulnerabilities, determination of impacts, and «  Cooperation in investigations

development of mitigation strategies * Integration of the reporting system with existing ones
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Collaboration was established with AESA through participation in its pilot
program, which has now been completed and was followed to achieve Part-IS
compliance based on a work plan defined by the authority

The main objective of participating in the AESA’s Part-IS pilot program was to ensure that our approach
to regulatory compliance was aligned with the expectations of the competent authority

Oct 24 Jan ‘25 Sep ‘25 Feb 26

. . AESA’s feeback . Ongoing work to be Part-IS fully compliance

Collaboration with AESA to

define the pilot program program

1

| Start of the pilot
. program
1

1 1
| End of the pilot | Part-IS comes
| |
1 1

into effect

Definition of the ISMS (Information Security Management

| Jan ‘25 Reviewed with AESA
. System) scope

Once the pilot program was completed,
I Determination of the responsible structure Feb 25 Reviewed with AESA

all feedback provided by AESA was used
mn Adoption of a risk management framework Mar ‘25 Reviewed with AESA

to continue working towards compliance
v Establishment of an incident management system Apr 25 Reviewed with AESA
with the regulation. i i ) i )

\% Establishment of an internal reporting system May ‘25 Reviewed with AESA
VI Preparation of the ISMS Manual (Draft) Sep ‘25 Reviewed with AESA

VOLOTEA™
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The scope of the ISMS must include all processes with potential impact on
operational safety. To this end, all critical systems to safety, as well as their
dependencies, must be identified

Main
Activities & . . Type of Diagram of the High-level
R . information . . . .
services with information main systems diagram map of
. systems . .
impact on . managed by and their technological
supporting

safety these systems relationships dependencies

these activities
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During the various phases of the Part-IS compliance project,

several

challenges have arisen and had to be addressed. The need for active
collaboration between the Safety and Cybersecurity departments has been

clearly identified

Main challenges identified

1) Review the scope of the asset inventory and
risk assessment to include the operational
environment, ensuring cybersecurity has
visibility over safety-related risks.

2)Increase and harmonize scope of current
Information Security Management System
(ISMS) to be aligned with the organization’s
Safety Management System (SMS).

VOLOTEA™

»
»

Proposed Solution

1) Establishment of a hybrid working group
(Cybersecurity & Safety) with the objective of
identifying all Safety-Relevant assets within
the organization.

2) Leverage synergies between the SMS and the
ISMM by integrating the ISMM within the SMS
and  referencing  existing  organizational
procedures required by Part-IS.

Safety Management System

“ Chapter 1
“* Chapter 2
“ Chaptern
< ISMM
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In accordance with the governance structure required by the regulation for
Part-IS compliance, a set of roles and responsibilities has been determined
within the organization

Part-IS proposed governance structure —

e The role of the CRP (Common
Responsible Person) has not
been considered necessary in
the context of VOE.

[ Accountable Manager ]

Appointed person(s) for Appointed person(s) for
compliance compliance monitoring function

¢ The RSIAC approved by AESA
SA-16 has been designated to
fulfil the RSI role.

’ e A shared responsibility model
| | has been established between

Information . Compliance the RSI and the RS regarding
. Safety Responsible . i
[ Security ]‘ ——————— b[ y Resp ] monitoring Part-IS compliance.
re:

] RS
Responsible (RSI) Shared (RS) Responsible (RCC)
sponsibility

*
.
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With the aim of identifying information security risks that could impact aviation safety,
several adjustments were made to the risk management methodology

Cybersecurity risk assessment Action Plan

The Safety-Relevant assets have been identified within the inventory that feeds the
risk analysis process.

Any cybersecurity-related risk that has been escalated to the
Safety team shall follow the standard Safety risk management
procedure.

¥

*Sample risk values Risk level

Critical

— Unacceptable

Very high ))
- High
S (Safety Impact Risk
= e Assessment)
E  Medim — Tolerable ))

Low 127 71 92 35

Likelihood @

() Any risk exceeding the defined appetite must have an associated action plan. Once the impact on Safety has been assessed, the hybrid
Unacceptable risks related to a Safety-Relevant asset shall be notified to

working group (Cybersecurity & Safety) shall determine an
the Safety team. action plan to mitigate the risk to tolerable levels.

Impact Low Medium High Very high Critical
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